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I read the recent FCC Notice of Proposed Rulemaking concerning Toll Fraud. As a
telecommunications professional who is responsible for ;my company's communications systems,
I am encouraged by the proposed rulemakingbecause even though I have taken protective steps
recommended'by our 'vendors to secure my systems, it is impossible to secure my system 100%
from fraud. . ',1' ,

PBX owners should not be responsible for toll fraud if we don't control 100% of our destiny.
Since our destiny is not only controlled by our PBX security precautions, the law should reflect
that. It is preposterous to think that the inter-exchange companies (lXC), and Local exchange
companies (LEC), who have a very important part in this issue, have absolutely no legal
obligatio~s to warn customers and therefore, no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. Passwords should be created during the
installation of the equipment with the customers full knowledge. CPEs should be required to
include security;;.r~lAfei.1hardware and software in the price of their systems

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in rel;.ttion to preventing toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service offerings,
as all companies, large and small are vulnerable to toll fraud. If the IXCs were monitoring all
traffic, there wouldn't be any cases of toll fraud for periods longer than a day.

Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the toll fraud risks
associated with fe/.\tures of the CPE, and the IXCs and LECs to offer dectection and prevention
programs and educational services. If toll fraud occurs and one of the parties should fail to meet
these responsibilities and prove to be negligent, then they should bear the cost of the fraud. I do not
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believe any damages should be awarded to the aggrieved parties. Should all parties have met the
aforementioned responsibilities, and toll fraud occurs, then liability should be shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to the
systems and sells the information, it is the call sell operations that truly profit from it.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,

Janice Gelson

KML
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Mr. William F. Canton
Acting secretary
Federal Ca.aunications Co ission
1919 M street NW
Washington, DC 20554

Re: CC Docket No. 93-29~

Dear Mr. canto~-

January 11,

I am a telecommunications professional who is responsible for
my company's telecommunications systems. I am painfully aware
that no matter how many steps I take to secure my systems, I
may reduce the risk, but I am still vulnerable to toll fraud.
That is why I am so encouraged by the proposed rule aaking.

PBX owners should not be responsible for 100% of toll fraud
if we're not controlling 100% of our destiny. This destiny
is ultimately controlled not only by our imple-.ntation and
proper use of PBX security features, but by the intor,aation,
equipment al)d services provided by IXCs, LECs, and cn
vendors. Therefore, the legal obligations of the IXCS, LECs,
and CPE vendors should provide the proper incentive to reduce
and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guard, MCl
Detect, and AT&T Netprotect) and insurance compani•• are too
expensive. Monitoring and proper notification by the IXCs
must be apart of the basic interexchange service offerings.
This should eliminate cases of toll fraud greater than 24
hours.

LECs must also provide monitoring and proper notification as
a part of their basic service offerings. Local lines are
just as vulnerable to toll fraud. Monitoring and proper
notification by all carriers will be even more applicable as
the lines between lXCs and LECs become fuzzier.

CPE vendors need to provide security as a part of the cost of
doing business instead of as an opportunity to .ell
additional products and services. CPE vendors sbould be
required to provide warnings about the risks of toll fraud as
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it specifically relates to their equipment and to provide
solutions to reduce the risk of toll fraud. All CPE should
be delivered without standard default passwords, which are
well known to the criminal community. All login IDs,
including those used by the vendor, should be disclosed at
the time of purchase and at installation. All customer
passwords should be changed or created at installation and
the custo••r should receive written assurance that all vendor
passwords will meet minimum requirements regarding length,
change schedUle, and alphanumeric format. CPE vendors should
be encouraged to offer security-related hardware and software
in the price of their systems.

The proviaioD8 outlined in the NPRM are fair and equitable.
Shared liability will require clearly defining the
responsibilities of the

CPE owner to secure their equipment
CPE vendors to warn customers of the specific toll
fraud risks associated with their equipment
IXCs and LECs to offer detection, notification,
prevention and education offerings and services

If toll fraud occurs due to the negligence of one or more
parties, then the financial loss should be equitably
distributed among those negligent parties. If there is no
proven negligence, the financial loss should be equitably
distributed between CPE owner, and all CPE vendor(s), LEC(s)
and ,IXC(s) involved.

Toll fraud is a financially devastating problem that affects
the entire telecommunications industry, inclUding users,
vendors and carriers. I am sure that if we all work together
we can and will make a positive impact on this problem.

;;~'£tV~
Maril1'n A. Wanser
Director
Telecommunications
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Mr. William F. Canton
Acting Secretary
Federal Communications Commission

1919 M Street NW I
Washington, D.C. 2OS54

RE: CC Docket 93-292

Dear Mr. Canton:

PBX owners should not be responsible for 100% of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only controlled by out PBX' security precautions, but also
by the information, services and equipment provided !XCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the !XCs, LECs and CPEs who all ha.ve a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud. .

CPEs should be required to provide warnings about the risks of toll fraud with their equi.pment
and provide recommended counter methods. It is critical that CPEs ship equipment without
dcdatslt passwords whi~h: are Welllolowl1 within the hacker community. Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related· hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While:die prps'offeredby !Xes, suchasMCI DeteCJ"~ AT&T NeG.'rotc;ct ~d SprlntGuard
have 6ri)ken iliriv~fgtound in relation to preventing ton;ir"4~, they, ~ti.ll. don't doenougll~ Some of
these SeiViCeS'~1b6exj)ensi\re~for sm~~1:ompani~ ~:the'ed~~tipnal infol1llatioKis .....
Superfici~L)dbi11t6ling~bythlIxCf$h&~dbea Partpftlle basic interexchan$e service .
offerings, as au companies, large and srn3ll, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn't be any cases of toll fraud for periods longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud theprovisioQS::outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fOlUd
risks ~iated with featu:ees of the CPE, and the IXCs and LEes to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages shOuld be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toR fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud ,is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,



,';' "",~.,. "",.', l"";\" ...

. ::,;.,~';,,·~Jh,

Janua~y 10, 1994

•
CENTRAL D'T'.ATES CA.N CO" :-.'.int(/CT [I; r ('1. f'G\' rY'··1f.1.'~'u~l ;', '\J, i I:.~ '.\,J[ I Vl1ivll~h

700· 16th STREET. S.E.
P.O. BOX 642

MASSILLON. OHIO 44648-0642
PHONE (216) 833-1011

FAX (216) 833-9932

FCC MAIL ROOM

Mr. William F. Canton
·1Ceting~'Secretary

Fedetal Communications Co mission
1919 M Street NW
Washington, D.C. 20SS4

RE: CC Docket 93--292

~ M;r.Canton~.·

It 'was With great" uiterest' I read the' 'recent FCC Notice of Proposed Rulenia1cing concerning Toll
Fraud. As.~ telecol1lffl;llItiq,Jions professional who is responsible for my company's
cQrnmunicationssystems,1 am encouraged by the proposed rulemaking because even though I
have taken eacll and every protective step recommended by the IXC's and CPE vendors to secure
my systems, I can still exPerience toll fraud. It is impossible to secure my system 100% from
frclud.

PBX owners should not be'respon$ible forlOO~ of the toll fraudifw~ 4Pn'tcontrol100% of
our destiny. Since our destiny is not oilly controlled by our PBX security preeautions, but alsob, the information, services and equipment provided IXCs, LEes and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LEes and CPEs who all have a very
important part in dU$ issue, have absolutely no legal Obligations to warn customers and' therefore,
no real incentive to $tOp.ftaud.

CPEs should be @Cl~ to provide warnuias about the risks of taU fr8.~ with tbeir~uipment
add provide recommended counter methods. 'It is critical· that cPEs Ship eqtiipment·without
d,fault passwords which are well known within the hacker community•. Passwords should be
c'-ted during the inSULllation of the equipment willi the customers full knowledge.. ,CPEs....s~ould
~~uired.Jg:!P,:: ~ ~~~;~te,d hafd~ ~4 ..~.in~.~~ ~ri~ Of,~~tf.$tt~7 ..~en
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WilUe lii~~ti~~itJrt.d ty'IXt~,j~uch asMet'~t~t:;Ar&\flJ6~ici~(iriat~~rl~~' 6~itf
~t~ bN~~I)t':,P'Ound in ~lation to preventing to~ fraud, they still.don't. do eno~gh .. Some of
tJiese 5emces are too expensIve for smaller companIes and the educatlOnal mformation IS

sqperfi~ial .•MQnitQring by the IXCs should be a part of the basic interexchange service
otferings,'as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldntt be any cases of toll fraud for periods longer than a day.



As backers begin new methods of breakir~1 in to systems by using local lines instead of 800
numbers, the LEes should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
'Shared liability will require clar definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPI;, and the IXCs and LEes to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bar the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
bighway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'back' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $S billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

.Toll fraud is an i11.ep1, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,
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I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce the risk, no matter how many steps I take to secure
my systems, I am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors.
The legal obligations of the IXCs, LECs and CPE vendors should provide the
proper'incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guard™, Mel Detect™, and
AT&T Netprotect™ ) and insurance companies are too expensive. Monitoring
and proper notification by the IXes must be a part of the basic interexchange

. service offerings. This should eliminate cases of toll fraud greater then 24
hours.

LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
line between IXC and LEC becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.
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CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to provide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding
length, change schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financial loss should be equitably distributed among those negligent parties.
If their is no proven negligence the financial loss should be equitably
distributed among CPE owner, and all CPE vendor(s), LEC(s) and IXC(s)
involved.

Toll Fraud is a financially devastating problem that effects the entire
telecoimmunications industry including users, vendors and carriers. I am sure,
that if we all work together we can and will make a positive impact on this
problem.
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Mr..William F. Canton
Acting Secretary
Federal Communications Commission
1919 M Street NW

Washington, D.C. 20554/'
RE: CC Docket 93-292
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Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company's communications
systems, I am encouraged by the proposed rulemaking because even though I have taken each and
every protective step recommended by the IXC and CPE vendors to secure my systems, I can still
experience toll fraud. It is impossible to secure my system 100 percent from fraud.

PBX owners should not be responsible for toll fraud which results from exposure not controllable by
us. Our destiny is not only controlled by our PBX security precautions, but also by the information,
services, and equipment provided by IXCs, LECs and CPEs, the law should reflect that. It is
preposterous to thinkthat the IXCs, LECs and CPEs who all have a very important role in this
issue, have absOl_lI,f'oo'legat obligations to warn customers, and therefore, no real incentive to
stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment and
provide recommended counter methods. It is critical that CPEs ship equipment without default
passwords which are well known within the hacker community. Passwords should be created during
the installation of the equipment with the customers full knowledge. CPEs should be required to
include security-related hardware and software in the price of their systems. When you buy a car,
the lock and key are provided in the design and price of the car, not as an adjunct that you have to
purchase later..

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect, and Sprint Guard

3550 Anderson Street, Madison, WisconSin 53704-2599' (608) 246-6100' (608) 246-MATC' Fax: (608) 246·6880



have broken new ground in relation to preventing toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be Part of the basic interexchange service offerings, as
all companies, large and small, are vulnerable to toll fraud. If the IXCs were monitoring all traffic,
there wouldn't be any cases of toll fraud for periods longer than a day.

As hackers create new methods of breaking into systems by using local lines instead of 800
numbers, the LEes should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the SPeCific responsibilities of the CPE owner to
secure the equipment, the manufacturer to adequately warn the customer of the toll fraud risks
associated with features of the CPE, and the IXCs and LEes to offer detection and prevention
programs and educational services. If toll fraud occurs and one of the parties should fail to meet
dtese responsibilities and are proven to be negligent, then· they should bear the cost of the fraud. I
do not believe any damages should be awarded to the aggrieved parties. Should all Parties have met
the aforementioned responsibilities, and toll fraud occurs, then liability should be shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information highway
widens, so do the endless opportunities for hackers to compromise our communication systems. I
do not believe it when the hackers state they only 'hack' to gain knowledge. If this were the case,
there wouldn't be a toll fraud problem. While it is the hacker who breaks into the systems and sells
the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defmes and penalizes this criminal activity and gives law enforcement
the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together we
can make a positive impact on this terrible problem.

Sr'y, ~~
Jay~
Tei~~A~~rdinator
Information Systems Department
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I am a telecommunications professional who is responsible for my~y's
telecommunications systems and I am painfully aware that although I may reduce the ris~

no matter how many steps I take to secure my systemst I am still vulnerable to toll fraud.
That is why I am so encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not controlling
100% of our destiny. This destiny is ultimately controlled by not only our implementation
and proper use of PBX security features but by the information, equipment and services
provided by IXCst LECs and CPE vendors. The legal obligations of IXCst LECs and
CPE vendors should provide the proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Spring Guardt MCI Detectt and AT&T
Netprotect) and insurance companies are too expensive. Monitoring and proper
notification by the IXCs must be part of the basic interexchange service offerings. This
should eliminate cases of toll fraud greater than 24 hours.

LEes must also provide monitoring and proper notification as a part of their basic service
offerings. Local lines are as vulnerable to toll fraud. As the line between IXC and LEC
becomes fuzziert monitoring and proper notification by carriers will be even more
applicable.

CPE vendors need to provide telecommunications security as a cost of doing business
instead of an opportunity to sell additional products and services. CPE vendors should be
required to provide warning about the risks of toll fraudt as it specifically relates to their
equipment and provides solutions to reduce the risk of toll fraud. All CPE should be
delivered without standard default passwordst which are well known to the criminal
community. All login IDs, including those used by the vendor, should be disclosed at the
time of purchase and at installation. All customer passwords should be changed or created
at installation and the customer should receive written assurance that all vendor passwords
will meet minimum requirements regarding lengtht change schedule, and alpha numeric
format. CPE vendors should be encouraged to offer secmity related hardware and
software in the price of their systems.
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The provisions outlined in the NPRM are fair and equitable. Shared liability will require
clearly defining the responsibilities of the;
CPE owner to secure their equipment
CPE vendors to warn customers of the specific toll fraud risks associated with their
equipment
IXCs and LECs to offer detection, notification, prevention, and education offerings and
services

If toll fraud occurs due to the negligence of one or more parties then the financial loss
should be equitably distributed among those negligent parties. If there is no proven
negligence, the financial loss should be equitably distributed among CPE owner, and all
CPE vendor(s), LEC(s) and ISC(s) involved.

Toll Fraud is a financially devastating problem that effects the entire teleconununications
industry including users, vendors and earners. I am sure, that if we all work together, we
can and will make a positive impact on this problem.

Sincerely,
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Dear Mr. Cai1ton:
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I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce' the risk, no matter how many steps I take to secure
my systems, I am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if weare not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors.
The legal obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guard™, MCI Detect™, and
AT&T Netprotect™ ) and insurance companies are too expensive. Monitoring
and proper notiflcatton by the lXCs· must be a pi;iit of the basic iriterexchange. .
service offerings. This should eliminate cases of toll fraud greater then 24
hours.

LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toU fraud. As the
line between IXC and LEC becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.

No. tI CoDiesrec'd~
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CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to provide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding
length, change schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financial loss should be equitably distributed among those negligent parties.. .

If their is no proven negligence the financial loss should be equitably
distributed among CPE owner, and all CPE vendor(s), LEC(s) and IXC(s)
involved.

Toll Fraud is a tinancially devastating problem that effects the entire
telecommunications industry including users, vendors and carriers. I am sure.
that if we all work together we can and will make a positive impact on this
problem.

Sincerely,
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Mr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 m Street NW j
Washington, DC 20554

Re: CC Docket no. 93-292

Dear Mr. Canton

I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce the risk, no matter how many steps I take
to secure my systems, I am still vulnerable to toll fraud. That
is why I am so encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if
we are not controlling 100% of our destiny. This destiny is
ultimately controlled by not only our implementation and proper
use of P~X security features but by the information, equiPment
and services provided by IXCs, LECs and CPE vendors. The legal
obligations of the IXCs, LECs and CPE vendors should provide
the proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs ( Sprint Guard, MCI Detect
and AT&T Netprotect ) and insurance companies are too expensive.
Monitoring and proper notification by the IXCs must be a part of
the basic interexchange service offerings. This should eliminate
cases of toll fraud greater then 24 hours.

LECs must also provide monitoring and propez' notifaction as a
part of their basic service offerings. Local lines are as
vulnerable to toll fraud. As the line between IXC and LEC becomes
fuzzier, monitoring and proper notification by all carriers
will be even more applicable.
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CPE vendors need to provide telecommunications security as a cost
of doing business insteadof an opportunity to sell additional
products and services. CPE vendors should be required to provide
warnings about the risks of toll fraud, as it specifically relates
to their equipment and provide solutions to reduce the risk of
toll fraud. All CPE should be delivered without standard default
passwords, which are well known to the criminal community. All
login IDs, including those used by the vender, should be disclosed
at the time of purchase and at installation. All customer passwords
should changed or created at insta11ationand the customer should
receive written assurance that all vender passwords will meet
minimum format. CPE vendors should be encouraged to offer security
related hardware and software in the price of their systems.

The provisions outlined in the NPRM are fair and equitable. Shared
liability will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud

risks associated with their equipment
- IXCs and LECs to offer detection, notification, prevention,

and education offerings and services

If toll fraud occurs due to the negligence of one or more parties
then the financial loss should be equtab1y distributed among those
negligent parties. If their is no proven negligence the financial
loss shpu1d be equitably distributed among CPE owner, and all CPE
vendor(s), LEC(s), and IXC(s) involved.

Toll fraud is a financially devastating problem that effects the
entire telecommunications industry including users, vendors and
carriers. I am sure, that if we all work together we can and will
make a positive impact on this problem.

Sincerely,

~Mi\~~'
Ramesh Desai
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I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce the risk, no matter how many steps I take to secure
my systems, I am still vulnerable to toll fraud. That is why I amso
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors.
The legal obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guard™, MCI Detect™, and
AT&T NetprotectTH ) and insurance companies are too expensive. Monitoring
and proper notification by the IXCs must be a part of the basic interexchange
service offerings. This should eliminate cases of toll fraud greater then 24
hours.

LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
line between IXC and LEC becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.
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CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to provide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding
length, change schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financial loss should be equitably distributed among those negligent parties.
If their'is no proven negligence the financial loss should be equitably
distributed among CPE owner, and all CPE vendor(s), LEC(s) and IXC(s)
involved.

Toll Fraud is a financially devastating problem that effects the entire
telecommunications industry including users, vend.orsand carriers. I am sure.
that if we all work together we can ·and will make a positive impact on this
problem.

Sincerely,

~c1W9JS (-~\
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It was with great interest I read the recent FCC Notice of Proposed RulemakiJig concerning Toll
Fraud. As a telecommunications professional who is responsible for my company's
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC's and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LEes and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LEes and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
moniforing III traffic, there wouldn't be any cases of toll fraud for periods longer than a day.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are well known within the hacker community. Passwords should be
created during the installation of the equipment with the customers full knoWledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

1515 Arapahoe St., Tower 3, Suite 800, Denver, CO 80202
Mailing Address: P.O. Box 5125, Denver, CO 80217

(303) 556-6500
(800) 542-6135
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LEes to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damaaes should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However~ shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

~.c~" U
Pat:~h
TelecOBBUnications Manager
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It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning
Toll Fraud. As a telecommunications professional who is responsible for my company's
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC's and CPE vendors to
secure my systems , I can still experience toll fraud. It is impossible to secure my system
100% from fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LECs, and CPEs who all have a
very important part in this issue, have absolutely no legal obligations to warn customers and
therefore, no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their
equipment and provide recommended counter methods. It is critical that CPEs ship equipment
without default passwords which are well known within the hacker community. Passwords
should be created during the installation of the equipment with the customers full knowledge.
CPEs should be required to include security-related hardware and software in the price of
their systems. When you by a car, the lock and key are provided in the design and price of
the car. Not an adjunct that you have to purchase later.

While the programs offered by IXC's, such as MCI Detect, AT&T NetProtect and Sprint
Guard have broken new ground in relation to preventing toll fraud, they still don't do enough.
Some of these services are too expensive for smaller companies and the educational
information is superficial. Monitoring by the IXC's should be a part of the basic interexchange
service offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs
were monitoring all traffic, there wouldn't be any cases of toll fraud for periods longer than a

day. /(1.,. ~
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and
equitable. Shared liability will require clear definitions of the specific responsibilities of the
CPE owner to secure their equipment, the manufacturer to adequately warn the customer of
the toll fraud risks associated with features of the CPE, and the IXCs and LECs to offer
detection and prevention programs and educational services, If toll fraud occurs and one of
the parties should fail to meet these responsibilities and prove to be negligent, then they
should bear the cost of the fraud. I do not believe any damages should be awarded to the
aggrieved parties. Should all parties have met the aforementioned responsibilities, and toll
fraud occurs then liability should be shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not
the cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our
communication systems, I do not believe it when the hackers state they only 'hack' to gain
knowledge. If this were the case, there wouldn't be a toll fraud problem. While it is the
hacker who breaks in to the systems and sells the information, it is the call sell operations
that truly profit from it.

Until we come up with and adequate method for law enforcement to catch and prosecute
these criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We
must develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an: illegal, fraudulent theft of service. I am encouraged that if we all work
together we can make a positive impact on this terrible problem.

Sincerely,

SEA RAY BOATS, INC.

TMD/ddk
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Acting Seeretary
Federal Communications Commission

1919 M Street NW J
Washington, D.C. 20554

RE: CC Docket Number 93-292,----......
Dear Mr. Canton:
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I am a telecommunications professional who is responsible for my company's
telecommunication systems. I am painfully aware that although I may reduce the risk, no
matter how many steps I take to secure our systems, we are still vulnerable to toll fraud. This
is why I am encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not controlling 100% of
our deStiny: This destiny is ultimately controlled by "ot,only our implementation and proper
use ofPBX security features, but by the infonnation;equipment andservices provided by
IXCs,'LECs and CPE vendors. The legal obligations of the Ixci, LECSandCPE vendors
should provide the proper incentive to reduCe and eliminate all toll fraUtl~ ,

Current programs offered by some IXCs (Sprint Guard, Mel Detect, and AT&T NetProtect) and
insurance companies are much too expensive. Monitoring and proper notification by the IXCs
must 'be part of the basic interexchange service offerings. This should eliminate cases of toll
fraud greater than 24 hours.

LECs must also provide monitoring and proper notification as part of their basic service
offerings. Local lines are very vulnerable to toll fraud. As the line between IXC and LEC
becomes fuzzier (more flexible), monitoring and proper notification by all carriers will be even
more applicable.

CPE vendors need to provide telecommunications security as a cost of doing business, rather
than an opportunity to sell additional products and services. CPE vendors should be required
to provide wamings about the risks of toll fraud, as it specifically relates to their equipment and
provide solutions to reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All login IDs, including
those used by the vendor, should be disclosed at the time of purchase and installation. All
customer passwords should be change? orereated at installation and ,the customer should
receiv~.~rittenassurance that all vendo,tp8ss~rdswill meet mh:li,,"um requirements r~garding
length. change schedule, and alpha numeric format. CPE vendors should be encouraged to
offer secUrity related hardware and software in the price of their systems.
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